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It is increasingly challenging for policymakers 
and other stakeholders to appreciate the growing 
complexity of the digital identity ecosystem, the 
technologies involved, and the broad implications 
of their deployment. This article seeks to help clarify 
these current debates and controversies by highlight-
ing some of the technological transformations that 
are underway in the sector. We trace the ongoing 
transitions from “Big ID” systems to self-sovereign 
identity (SSI) approaches and digital wallets to the 
recent emergence of super apps, analyzing the dif-
ferent geographies of these systems and their impacts 
on exclusion and power relations. We argue that 
all technologies are political, and digital identity 
technologies especially so. Despite recent moves to-
wards decentralization couched in the rhetoric of 
individual empowerment, most systems continue 
to exhibit features of centralization and tend to 
reinforce existing institutional arrangements.

Introduction

In June 2022, New York University’s Center for 
Human Rights and Global Justice published 
a highly critical report, Paving a Digital Road 

to Hell?, which rebuked the World Bank and, in 

particular, its Identification for Development 
(ID4D) program for promoting digital identity 
systems in “Global South” countries without en-
suring sufficient protections for human rights.1 
The report’s publication reinvigorated a debate 
among international organizations, civil society 
groups, and other stakeholders about the role of 
digital identity in our societies and economies. 
Digital identity systems—i.e., systems in which 
identification, authentication, or authorization 
are performed digitally2—are becoming increas-
ingly central to how people around the world 
access government services, welfare, aid, finance, 
and even connectivity, particularly across the 
Global South. In categorizing individuals, they 
are also reshaping how personal identity is un-
derstood, managed, and institutionally verified. 
Digital identity systems mediate the citizen-state 
relationship, making civil-rights considerations 
and socioeconomic inclusion key issues for 
decision-makers and the public.

In addition to centering concerns about the 
lack of human rights protections in emerging 
digital identity infrastructures, the NYU report 
also put a critical focus on the influential role 
of powerful actors like the World Bank in ad-
vancing new projects. While the World Bank is 
undoubtedly an important player in this space, 
it is not alone in advocating internationally for 
digital identity initiatives. A closer look at this 
ecosystem reveals an ever-expanding group of 
actors, alliances, and partnerships, such as the 
ID2020 Alliance, the Secure Identity Alliance, 
and ID4Africa3 (a self-described “NGO move-
ment”), among many others, whose purpose is 
to promote the development and implementa-
tion of digital identity technologies in different 
contexts.

As experts in this space, we observe that it 
is increasingly challenging for policymakers and 
other stakeholders to appreciate the growing 
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complexity of the digital identity ecosystem, the 
technologies involved, and the broad implica-
tions of their deployment. This article, therefore, 
gives context to current debates and controver-
sies by highlighting some of the technological 
transformations underway in the sector—tracing 
the ongoing transitions from “Big ID” systems 
to self-sovereign identity (SSI) approaches and 
digital wallets to the recent emergence of super 
apps. We examine the ideologies that underpin 
and motivate the adoption of digital identity 
technologies, highlight their surveillance im-
plications,4 and briefly assess their impacts on 
socioeconomic inclusion and exclusion. In what 
follows, we raise three key questions:

1)  How are digital identity technological 
transformations impacting socioeconom-
ic development?

2)  What ideologies govern these transforma-
tions (implicitly or explicitly)?

3)  What surveillant, inclusionary, and exclu-
sionary effects are emerging?

We conclude by reflecting on the different ge-
ographies of these systems and their impacts on 
exclusion and power relations. In short, we argue 
that all technologies are political, and digital 
identity technologies are especially so. Despite 
recent moves towards decentralization couched 
in the rhetoric of individual empowerment, 
most systems continue to depend on state-issued 
legal identities for value to both users and relying 
parties. All three models discussed below exhibit 
some features of centralization. We argue that 
technologies tend to reinforce existing institu-
tional arrangements. However, the more imma-
ture and untested the innovation and abstracted 
from avenues of public critique and redress, 
the more exclusion and power imbalances are 
amplified. While digital identity systems can – 
and should – be designed to benefit people by 
strengthening their access to services and entitle-
ments, too often, a lack of understanding of user 
needs and local context shapes uptake and use 
to the detriment of meaningful inclusion. We 
thus urge attention to questions of institutional 
interests, device access, and user capability in the 
pursuit of inclusive digital identity systems.

The dawn of Big ID
“Big ID,” a term first coined by the civil society 
group Access Now,5 refers to centralized bio-
metric systems. Often implemented in regions 
where people historically lack robust forms of 
legal identification, they have gained widespread 
institutional support over the last two decades. 
Typically funded by international actors, these 
programs are implemented by both national 
governments and international humanitarian 
and aid organizations. Examples include hu-
manitarian initiatives such as the UN World 
Food Programme’s biometric aid delivery system 
(known as SCOPE); national ID programs like 
India’s Aadhaar and Kenya’s Huduma Namba 
project; and biometrically administered welfare 
programs such as Bolsa Familia in Brazil. The 
“biometric turn” has been celebrated as a route 
towards achieving UN Sustainable Develop-
ment Goal 16.9 (“legal identity for all”) and 
empowering the poor.6

Critics of the centralized collection of sensi-
tive biometric data have pointed to various risks 
of abuse and misuse centered around data gover-
nance, privacy, security, and surveillance issues. 
Civil society groups and digital rights advocates 
have argued that Big ID systems are particularly 
vulnerable to data breaches, facilitate inappro-
priate data-sharing with third parties, and en-
able unprecedented forms of data linking and 
tracking, which can be used to target migrants, 
political dissidents, and other vulnerable indi-
viduals and groups.7

The large-scale centralized models underpin-
ning Big ID systems—often aimed at reducing 
“leakage” and streamlining distribution across 
large populations—also tend to pose particular 
problems of exclusion. Take Aadhaar, for ex-
ample. Aadhaar is the world’s most extensive 
biometric identification program. Hindi, for 
“foundation,” is a twelve-digit identification 
number issued by the Unique Identification 
Authority of India. In and of itself, it does not 
confer any benefits. Instead, its main goal is to 
verify the “selfsame-ness” of the person.8 Nowa-
days, to be registered for an Aadhaar number, 
one must provide a range of biographical details 
in addition to several types of biometrics–a fa-
cial photo, ten fingerprints, and two iris scans.
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First launched in 2009, Aadhaar has become 
a prerequisite for accessing a range of public and 
private services in India.9 Though technically 
non-compulsory, having an Aadhaar number 
is often sarcastically deemed “voluntarily man-
datory.”10 Intended as an anti-fraud device for 
eliminating duplicate and “ghost” beneficiaries, 
the Aadhaar system has largely put the onus 
on individuals to register and resolve technical 
errors rather than placing responsibility on the 
state to ensure no one is denied access to essen-
tial services. This focus on inclusion (rather than 
exclusion) errors has often obstructed welfare 
access.11 From the very start, Aadhaar was met 
with complaints about technical failures leading 
to rightful beneficiaries being denied govern-
ment services, such as food rations.12 In extreme 
cases, Aadhaar denial has been linked to starva-
tion.13

These problems are linked, at least in part, 
to system and technical design. Many biometric 
technologies are implicitly designed with able-
bodied subjects in mind.14 Manual workers 
and the elderly, whose aged eyes and calloused 
fingerprints make biometric capture and au-
thentication a challenge, are at particular risk.15 
A 2016 household survey in the Indian state of 
Jharkhand found that “elderly couples and wid-
ows living alone, with fingerprint recognition 
problems,” were some of the most vulnerable.16

Such problems are also tied to historical exclu-
sion. Rather than sweeping away clunky, error-
prone, paper-based systems as is often claimed, 
biometric systems are frequently layered upon 
older identification programs.17 To enroll in the 
Aadhaar program, as Sriraman notes, one typi-
cally needs to provide documentation satisfying 
proof of identity and address, which reinforces 
“the continued relevance of existing paper-based 
ID documents.”18 While humanitarian and aid 
organizations may not place the same documen-
tary demands when registering beneficiaries, 
their systems have become key gateways through 
which assistance is accessed, making exclusion 
especially critical.19

Foundational national Big ID programs also 
reproduce problems of statelessness and mar-
ginalization.20 Manby notes that “a state-backed 
foundational identity register for adults will 

almost inevitably make distinctions based on 
legal status in the country, between citizens and 
non-citizens.”21

This also has implications for financial in-
clusion. By facilitating auditable and traceable 
digital transactions and fulfilling Know Your 
Customer (KYC) and Customer Due Diligence 
(CDD) obligations,22 digital identity systems 
are touted as a way to provide financial services 
to the unbanked and those lacking formal 
financial histories.23 Yet, as digital identity sys-
tems become increasingly central to financial 
transactions and the infrastructures underpin-
ning them, those lacking official credentials 
can be blocked from accessing key services, 
including SIM registration and mobile money 
transactions—challenges exacerbated by the 
emergence of super apps (discussed below). In 
addition, there is the risk that biometric systems 
and centralized information-sharing platforms 
can enable predatory forms of financialization, 
such as high-interest mobile micro-lending and 
data-driven credit scoring, leading, in turn to 
financial exclusion.24

Big ID models, which centralize data and 
have limited options for end-user control and 
agency, are currently undergoing a radical trans-
formation. Increasingly subject to criticism for 
data breaches, exclusion, and privacy harms, Big 
ID is facing a growing public relations crisis, as 
evidenced by recent controversies in Bangladesh 
and Afghanistan.25 Such controversies have 
spurred an interest in decentralized digital iden-
tity models, as we discuss in the next section.

Self-sovereign imaginaries and 
decentralized identity
Unlike “Big ID,” decentralized models for 
digital identity seek to remove the reliance on 
centralized parties by empowering users to 
control and manage their own identity data. 
With the advent of blockchain technology in 
particular, the notion of self-sovereign identity 
(SSI) has emerged as a popular manifestation 
of the decentralized digital identity model. A 
libertarian ideology underpins the blockchain 
and cryptocurrency movement.26 In that spirit, 
proponents of SSI believe that individuals have 
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the right to a digital identity that does not rely 
on third parties such as the state or another cen-
tral authority.27 As Cheesman explains: “Just as 
Bitcoin facilitates pseudonymous inter-national 
exchanges outside the mechanisms of banks and 
other centralized financial authorities, libertar-
ian SSI proponents suggest that blockchain will 
de-center powerful authorities and intermediar-
ies in digital identification and put the user in a 
position of greater power.”28 As we discuss below, 
however, ostensibly decentralized models rarely 
resolve the power asymmetries between users 
and identifying parties.

A key component of decentralized models 
is the digital wallet, where users can store their 
identity credentials (in the absence of a central 
database). Digital wallets “follow a variety of 
models, standards, and institutional and infra-
structural arrangements, including but not lim-
ited to SSI,” as Cheesman points out.29 They do 
not require the use of blockchain, nor are they 
necessarily decentralized: “Among digital wallet 
projects that use blockchain, some propose a 
radical alternative to traditional currencies and 
identity management systems, but some do 
not–indeed, some of the most significant wallet 
initiatives are government led.”30 It must also be 
stressed that decentralized digital identity mod-
els still exhibit certain features of centralization, 
namely a reliance on what is currently a relatively 
small number of SSI technology providers and 
expertise. They also depend on centralized app 
stores, which may be subject to the influence 
of states and have already demonstrated a will-
ingness to block access to certain applications, 
including wallets.31

In June 2021, the European Commission 
gave a boost to decentralized digital identity 
technologies by setting out plans for the future 
of pan-European identity management in eI-
DAS (electronic Identification, Authentic, and 

trust Services) 2.0. According to the promise of 
eIDAS 2.0, every EU member state will make 
a digital identity wallet available to any citizen 
who wants one by 2023. In the words of Presi-
dent of the European Commission Ursula von 
der Leyen, the vision is a “secure European e-
Identity…that any citizen can use anywhere in 
Europe… a technology where we can control 
ourselves what data and how data is used.”32

The EU’s digital wallet initiative is explicitly 
intended to empower individuals. However, 
its emphasis on citizenship already suggests a 
lack of consideration for irregular migrants and 
non-citizens. In addition, the design is inher-
ently exclusionary through its technological 
dependencies. Though intended to decentralize 
control over identity documents and empower 
the wallet holder, the proposed approach has 
been critiqued by the civil society group EDRi 
(European Digital Rights) for “lead[ing] us 
straight into surveillance capitalism.”33  As their 
analysis highlights, relying parties, including 
private companies, can check the credentials 
and attributes contained in the proposed wallet 
without any complementary regulation to limit 
the abuse of said data for tracking, profiling, 
targeting, or excluding a relying party from the 
system.

The design is also exclusionary for its reliance 
on users to both own a smartphone and have 
the technological capability to manage a digital 
wallet. Indeed, the Organisation for Economic 
Co-operation and Development (OECD) notes 
that just seventy-five percent of individuals in the 
EU used a mobile phone or smartphone to con-
nect to the Internet in 2018, up from sixty-five 
percent just two years earlier.34 A digital identity 
initiative that relies on smartphone ownership 
or access will only increase marginalization and 
exclusion, particularly of lower-income and 
vulnerable individuals–as is further elaborated 
in the discussion on super apps below. Further-
more, these systems have not been designed 
with vulnerable populations in mind, such as 
the poor, elderly, or migrants. They may fail to 
address, as Cheesman notes, “the segregation of 
refugees from mainstream financial instruments, 
markets, and identification systems.”35

A key component of decentralized 
models is the digital wallet, where 

users can store their identity 
credentials 
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The European Commission’s digital identity 
proposals are also significant because of the 
“Brussels effect”36—the international standard-
setting and benchmarking of the bloc’s policy 
and regulatory frameworks. Efforts to develop 
digital wallets are also underway outside the 
EU. The World Bank’s ID4D 2021 Annual 
Report points to increased interest in “personal 
data wallets that offer alternative approaches 
to verifying identities.”37 However, there are 
widespread concerns about the use of complex 
technology systems in resource-constrained con-
texts. As Manby notes in reference to increased 
investment in biometric identification systems, 
these have “greatly increased up-front costs, for 
uncertain long-term benefits.” At the same time, 
ID4Africa’s survey of African identity authori-
ties highlights how “vendor lock-in is the big-
gest cause of dissatisfaction” with the identity 
technology sector.38 Despite data portability and 
interoperability commitments, digital wallets 
are inherently complex, requiring significant 
investment and reliance on technology suppli-
ers. This also has implications for users. If digital 
wallets were mandated for interactions with the 
state or at borders, consideration would have 
to be given to users’ technological capacity, 
digital infrastructures, and the demograph-
ics of those with device access. Data from the 
mobile industry body GSMA shows that only 
forty-nine percent of people across Sub-Saharan 
Africa have a smartphone39—meaning that any 
smartphone-based digital wallet will exclude 
fifty-one percent of the population. Similarly, 
research conducted by the International Federa-
tion of the Red Cross into a pilot deployment of 
SSI wallets in Kenya showed that users struggled 
with the technological requirements. The re-
search found that: “SSI is impractical because it 
requires users to have good internet connectivity 
and (for full functionality) smartphones, as well 
as high digital literacy.”40

SSI or wallet-based approaches to digital 
identity are heavily influenced by individualis-
tic, libertarian ideals and, in themselves, assume 
a technological solutionism to concerns around 
centralized control and the realization of indi-
vidual agency. Originally designed for “digital 
natives” in resource-rich, digitally “mature” 
Global North countries, they prove to be exclu-
sionary in practice.

Super apps: platforming digital 
identity
In parallel to the emergence of self-sovereign 
identity models and the development of decen-
tralized identity wallets, there has been an explo-
sion of another class of smartphone applications 
known as “super apps.” One study estimates that 
one in three of the world’s population is a super 
app user.41 An increasingly predominant feature 
of many Asian digital economies, apps like Ten-
cent’s WeChat in China or Gojek in Indonesia 
combine seemingly disparate services—includ-
ing financial (e.g. payments) and non-financial 
applications (e.g. commerce, transportation, 
social media, communication, and identity)—
within a single interface.42 In creating such an 
all-in-one app, these platforms have been able 
to amass considerable amounts of data on users, 
which can be shared across services, making them 
a key innovation for digital identification. If the 
legacy of Big ID is the centralization of identity 
data (especially people’s biometrics) with state 
and international authorities as the hub, and 
the ideological response to Big ID is a form of 
technological minimalism and data decentraliza-
tion represented by the self-sovereign identity 
movement, then super apps can be viewed as the 
re-centralization of digital identity via massive 
commercial tech platforms. This transformation 
has important implications for both surveillance 
and socioeconomic inclusion/exclusion.

The case of Tencent is particularly instructive. 
As Jia et al. has explored, Tencent has leveraged 
four interrelated corporate strategies–conglom-

Efforts to develop digital wallets 
are also underway outside the EU. 

. . . one in three of the world’s 
population is a super app user.
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eration, financialization, platformization, and 
infrastructuralization—to accrue considerable 
power in China’s digital economy.43 Its super 
app, WeChat, can be used as a means of official 
identification for accessing both online and of-
fline government services in major urban areas 
across China, with plans underway to expand the 
system nationwide.44 In fact, Chinese super apps 
like WeChat and its main rival Alipay (offered 
by the Alibaba Group) operate in close partner-
ship with the government and, in some cases, of-
fer complimentary features, such as social-credit 
scoring and COVID health codes.45 On these 
platforms, digital identities may be accessible via 
a digital wallet feature within the app. For exam-
ple, in countries like China, people are required 
to register on super apps with their real names 
and national ID numbers.46 Perhaps more inter-
estingly, irrespective of the inclusion of a digital 
wallet, these platforms can build rich, detailed 
profiles about their users because of the massive 
amounts of data generated through the use of 
the app, making them key actors in the digital 
identity ecosystem for years to come.

The commercial success of super apps in 
Asia has inspired companies in other parts of 
the world to pursue similar strategies. Kenya’s 
Safaricom, for example, is expanding its hugely 
successful mobile money app, M-Pesa, to in-
clude a wider range of services.47 It is also trying 
to address concerns related to technological 
exclusion. Super app usage typically requires a 
smartphone and at least a basic (2G) connec-
tion for messaging and basic payment features. 
More advanced features necessitate faster con-
nections (3G or better). While smartphones are 
still necessary for Safaricom’s offering, its super 
app is available offline, allowing customers to 
use it and complete transactions without a data 
bundle or when disconnected from the network. 
Moreover, the app is “zero-rated,”48 meaning it 
does not consume data to use, which should 
encourage uptake by low-income people.

Super apps also pose challenges in terms of 
further excluding the unbanked and undocu-
mented from the digital economy. Because these 
apps often include payment mechanisms and 
access to financial service offerings, apps may 
require users to enter payment information and 

other financial details before transacting. People 
who cannot open a bank account (for example, 
migrants or refugees without proof of address) 
may therefore be limited in their use of super 
app features. Relatedly, people who lack forms 
of official identification may not be able to sat-
isfy KYC/CDD regulations imposed on super 
apps unless regulators adopt a flexible approach. 
An example from India illustrates this concern. 
In February 2020, a Reserve Bank of India regu-
lation would have canceled nearly two hundred 
million digital wallets provided by super apps 
like Paytm (the market leader) that were deemed 
non-compliant. The Bank instead postponed 
enforcement and introduced a framework with 
transaction limits for “low-KYC” accounts to al-
low more time for super app accounts to comply 
with KYC rules. In this case, full KYC compli-
ance involves remote authentication against 
Aadhaar—thus reinforcing the primacy of Big 
ID.49

While super apps have proven incredibly 
popular in countries in Asia and, to a lesser ex-
tent, in Africa, strict data governance rules and 
antitrust laws in North America and Europe 
could impede their wider adoption in North 
America and Europe.50 Nevertheless, this model 
is capturing the imaginations of tech companies 
like Twitter and Meta, which are competing to 
build a dominant super app and have grand 
aspirations to route a range of services through 
these platforms.51

Recentering rights
Digital identity systems are not ends in them-
selves but are rather political in nature; as Whit-
ley and Schoemaker argue, “they are developed 
by institutions as part of their pursuit of specific 
goals,”52 with differing implications for both 
inclusion and rights.

In this article, we have illustrated how 
“Global North” countries with established iden-
tification regimes, often historically in the form 
of centralized Big ID schemes, are exploring 
alternatives, including so-called decentralized, 
wallet-based approaches. They are framing 
these efforts in the language of civic rights and 
empowerment, even as the systems they espouse 
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are exclusive to those with technological access 
and capability and often reinforce state demands 
for traditional credentials, if in digital form. At 
the same time, through their funding of devel-
opment actors such as the World Bank, these 
same countries are supporting centralized digital 
identity systems for other parts of the world—a 
model that is increasingly unpalatable to citizens 
of the Global North.

In addition, despite a growing rhetorical com-
mitment to decentralization, we see a continued 
dependence on state-issued identity credentials 
as the primary means of proving legal rights 
and entitlements–reinforcing the social contract 
between the state and citizen. In contrast, digital 
identity systems being developed by private sec-
tor providers, such as super app platforms, have 
little commitment or focus on inclusion and 
rights and generate corporate value in the form 
of data generation and insights that enable the 
further commercialization of users.

Regardless of the approach taken, these new 
technological forms often serve to reinforce ex-
isting institutional arrangements, including state 
authority over the categorization of individuals, 
even where they are ostensibly designed to rebal-
ance power in favor of individual autonomy. The 
more complex the technology, the more prob-
lems of exclusion and power imbalances tend 
to be amplified. Such systems have significant 
implications for civil liberties and citizenship 
rights, particularly when they become effectively 
compulsory. As the transition to cashlessness 
has shown, the growing demand for digital pay-
ment platforms, such as credit cards or mobile 
wallets, has led to service denial and exclusion 
“from participation in the nation,”, particularly 
amongst those “with precarious claims to citizen-
ship”53 and limited ability to produce the docu-
ments required by KYC and AML regulation. If 
the exercise of citizenship becomes increasingly 
mediated through digital identity technologies, 
we can expect to see novel forms of hierarchy 
emerge. Without attention to infrastructural, 
device-access, and capability requirements, a 
purely technological approach to the deployment 
of digital identity “solutions” may only magnify 
power asymmetries and patterns of exclusion, 
ultimately undermining rights.
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